
 

 
  

Demand for Cloud services is high and it’s 

still growing – there can be no argument. The 

eternal price war between Amazon Web 

Services (AWS), Google, IBM and Microsoft 

has had a positive cost impact for cloud users.  

Even beyond the 4 giants there are several 

other tiers of Telecommunications, Data 

centre hosting and Systems Integrators 

willing to provide alternatives for all manner 

of Cloud service buyers. There is no 

indication yet that consolidation amongst the 

Cloud & IaaS providers is getting the 

market anywhere near the points when  
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price will increase or demand will start to fall away. All markets correct at some point, but in 

the case of the public cloud it’s impossible to pinpoint when it will come. It’s almost as though 

Moore’s¹ Law has morphed into a more general rule for information technology.  

Infrastructure as a Service (IaaS) and Software as a Service (SaaS) bring very significant 

benefits to the SME business model. It’s an easy two-dimensional decision when the SME 

gets all the technological capabilities of a corporate along with the financial flexibility required 

by an SME. For the larger corporates it’s different. For this segment cloud buying decisions 

are multi-dimensional. Cost and capability rank high, but there are also the concerns about 

lock-in and that very broad category called Risk. 

A reliance on IaaS brings many benefits, but it also increases risk. The key to mitigating that 

risk is raising that you are aware of the risk and dependencies in your firm’s service supply 

chain and we consider how firms might do that in this white paper. 

 

  

‘Demand for Cloud is high 

and it’s growing’. Price wars 

have a positive effect for 

customers’ 

 

 

 

 

 

 

 

 

‘.Consolidation will increase 

the big player’s market 

dominance. No indication yet 

of a market correction’ 

 

 

 

 

 

 

 

‘Concerns about lock-in and 

risk require an 

understanding of critical 

dependencies in firms IT & 

Business supply chain’ 
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¹Moore's Law is the observation made by Intel co-founder Gordon Moore that 
the number of transistors on a chip doubles every year while the costs are halved 



 

 

 

  

Despite having availability rates and security 

controls orders of magnitude greater than nearly 

any corporate datacentre, cloud platforms do fail, 

and they will certainly be breached at some point.  

It therefore follows that the fewer cloud providers 

there are, then the greater the potential impact due 

to consolidations of large numbers of customers. 

Be in no doubt –any firm or organisation that run’s  

 

 

 

 

 

‘Cloud services will fail at 

some point, no matter how 

highly automated and 

resilient the cloud provider’s 

infrastructure’ 

 

 

 

 

 

 

 

 

‘Can  C suite executives can 

be confident everything has 

been done to examine the 

supply chain impact of a 

major failure at their cloud 

service provider? ‘ 

 

 

 

 

 

 

 

‘ A major cloud outage could 

be seismic and spiral across 

many firms supply chains’ 

 

Cloud consolidation risk 

the bulk of IT in the cloud is going to experience downtime, no matter how highly 

automated and resilient the cloud provider’s infrastructure. Conversely, be in no doubt, 

“on premise” infrastructure fails and it probably fails more often. We argue therefore 

that a large factor in the decision to move to Cloud is based on a firm’s policy of 

ownership. Should a firm own or delegate recovery of service failure to a third party 

with many conflicting client priorities? 

Consolidation risk manifests itself in other ways. As the major suppliers grow organically 

and consolidate through acquisition the networks and systems become more and more 

entwined with each other. In consequence so do their supply chains and intrinsically those 

of all their clients. I wonder just how many C suite executives can be confident that they 

have done everything to examine their supply chain risk to examine the effect of a major 

failure at one of the large cloud service providers?  Even if you are not with a cloud 

provider an outage at any of the big 4 giants would create a spiral that could deliver a 

tsunami like impact to your business. 

 

 

It would be wise to be sceptical about the big cloud provider’s ability to remain 

impenetrable from cyber-risk. As a realist with a long time spent in IT, I will always be 

pessimistic that at some time a provider will experience a significantly successful cyber- 

attack delivering a major service outage to many, many customers. Do not doubt that 

when this occurs the impact will be seismic and it will spiral across many supply chains. 
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IT supply chain risk 
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‘Events could be caused by 

natural phenomenon’s or 

take more insidious forms 

such as a cyber-attack or 

industrial espionage’  

 

 

 

 

 

 

 

 

 

 

 

‘What evidence is there to 

suggest such an event could 

have a catastrophic spiraling 

impact on supply chains’ 
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Where and how it will happen could come in a number of forms. On a small scale any 

failure of a major broadband provider will extend to many firms.  A natural catastrophe 

in any zone heavily populated by Cloud providers could take many days or even weeks 

to recover from. But there are other more insidious forms of supply chain risk to contend 

with. 

Bloomberg (1) recently reported that a Elemental a Chinese manufacturing subcontractor 

of US-based Super Micro had included a small secret spy chip in the server maker's 

motherboards. According to Bloomberg, the spy chips ended up in servers bound for 30 

US firms including Amazon & Apple and alleged this the chips inclusion was performed 

by Chinas PLA to allow them to secretly steal or alter the data. The story has since been 

refuted by both Apple & Amazon. The FBI and the Office of the Director of National 

Intelligence representing the CIA and NASA declined to comment. Bloomberg has in 

turn reported accounts of six former US national security officials that have countered 

Amazon and Apple denials by providing details of the investigation and the discovery of 

the chips. The whole thing is still playing out with the Trump administration making 

networks and computing a focus of its sanctions against China. True or not it’s another 

angle on the risk that is inherent in every firm’s technology supply chain. If a catastrophic 

event, be it man made or act of god, hits a supply chain the event spirals.  

Most IT folk involved in infrastructure procurement will recall the shortage of micro-

chips following the Japan 2011 earthquake. The lead times for all the major 

manufacturers’ servers and routers extended significantly.  Project lead times were 

extended and infrastructure risk levels were on Red. For Nokia the outcome was 

existential as it did not have a readily available contingent supply of microchips. Nokia’s 

key competitor at that time, Ericson was able to survive and thrive as it had already taken 

steps to multi-source its own micro-chip supply.  

This is starting to sound pretty scary and so it should. Brexit is highlighting the risk  
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and potential impact of international supply 

chain chain change. How bad could it get 

though and what would be the financial hit – 

there is some empirical evidence around. 

Lloyds of London has some experience of 

supply chain failure. In the 1980’s this global 

reinsurance market faced systemic collapse 

due to losses spiraling around primary and 

reinsurance in cycles of contracts. Having 

faced up to and survived an existential event 

once, it is better positioned than most to  

‘In association with AIR 

worldwide Lloyds of London 

(2) conducted a study of the 

likely impact of a major cloud 

service outage at a US 

provider’ 

 

 

 

 

 

 

‘Economic losses of $15bn 

and up to $3bn in insured 

losses. Businesses outside the 

Fortune 1000 at highest risk’ 

 

 

 

 

‘Finance & insurance sectors 

would see economic losses of 

$447 million’ 

assess the risk and cost of supply chain catastrophic risk to firms.  In association with AIR 

worldwide Lloyds of London (2) conducted a study of the likely impact of a major outage 

at one of the US Cloud providers. The studies focus was to help insurers model the risk’s 

and develop better cyber security risk products with the outputs of the modelling  

sobering.  

 An extreme cyber incident that takes a top cloud provider offline in the US for 3 to 6 

days would result in economic losses of $15bn and up to $3bn in insured losses. 

 Businesses outside the Fortune 1000 would carry 63% share of economic losses and 

57% of insured losses – indicating that they are at the highest risk. 

 Fortune 1000 companies would carry 37% of economic losses and 43% of insured 

losses. 

 If a top cloud provider went down:  

- Manufacturing would see direct economic losses of $8.6 billion;  

- Wholesale and retail trade sectors would see economic losses of $3.6 billion;  

- Information sectors would see economic losses of $847 million;  

- Finance and insurance sectors would see economic losses of $447 million;  

- Transportation and warehousing sectors would see economic losses of $439 million. 

Financial Services firms are particularly vulnerable. Supply chains are complex and 

intrinsically linked across a labyrinth of suppliers, their systems and global locations. 

Supply chains are only as strong as their weakest link. Is ‘do nothing’ a rational strategy? 
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In our view the risk is not wholly with Cloud 

decisions on ownership, but with making sure 

that firms fully understand the risks when 

taking critical IT services from any major 

supplier or trading partner. That said, when 

you move to Cloud, it’s much harder to assess 

this. Cloud providers have a duty of 

confidentiality to clients and cannot divulge 

all the details you might need to perform a full 

risk assessment. For those wondering about 

what to do next, there are strategies firms can 

follow. 

1. Assemble your best team drawn from IT, Risk & Compliance, Audit & Procurement. 

Categorise key IT suppliers and perform a supply chain risk analysis of those 

considered to be most important to your supply chain. Wherever it’s possible and under 

agreed terms of confidentiality perform the analysis collaboratively – the suppliers may 

get as just as much benefit from this as you. 

2. Where confidentiality terms allow, share the results with your own key trading 

partners. Risk assessment outcomes will determine what shared objectives you all have 

and how lines of defence can be drawn up to mitigate risk.  

3. Ensure that you have very appropriate cyber and IT insurance policies in place. Use 

the lessons learnt from the supply chain risk analysis to leverage the optimum policy 

and price point for your firm. 

4.  
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Strategies for firms to follow 

 

‘Quantify the risk exposure 

position caused by a major 

outage of a Cloud provider’  

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

‘Assemble a team from IT, 

Risk & Compliance, 

Operations, and Audit & 

Procurement. Collaborate 

with key suppliers & trading 

partners.’  

 

 

 

 

 

‘Leverage results to optimise 

insurance policy contract 

wordings and price’ 

 

Any Cloud service outage can have an immediate effect on clients, leading to customer churn, 

loss of competitive advantage and loss of revenue. It’s entirely plausible that clouds can fail or 

be brought down in many ways – ranging from malicious attacks by terrorists to lighting 

strikes, flooding or simply human error of an employee. Whatever the cause, it is important for 

businesses to quantify the risks they are exposed to as failure to do so will not only lead to 

financial losses but also loss of customers and reputation.  
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‘In light of outcomes modify 

business & IT recovery plans and 

policies. Test them frequently and 

integrate supplier reviews and 

onboarding into disaster planning 

& operations’ 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

5. If you have not strategically defined the scale of your migration to the Cloud, then 

perform this review first. Thereafter, make sure you review annually and ahead of the 

on-boarding of any new critical suppliers. Clearly if you have already defined your 

migration strategy and started execution, there will may be some repositioning of 

systems and policies as an outcome of the review. 

6. Ensure that BAU supplier review standing agendas include notifications of any major 

changes that are likely to add risk to the stability of your supply chain.  

7. Modify Business & IT recovery plans in light of the supply chain analysis and test them 

frequently. 

 Summary 

Cloud demand is high and growth will continue for a long time yet. As the market grows, 

consolidation will take place and IT supply chains will become more interlinked, complex and 

to some extent invisible. Cloud services are and will become more difficult to assess for risk. 

At some point they will also fail and there is potential for a spiral that will have a catastrophic 

impact on firms. Firms need to ensure they have a full awareness of their IT supply chain and 

their trading partners along with an understanding of risk and plans that deal with any 

catastrophic event. 
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About WAWP 

Write a White Paper (WAWP) was formed because both founders thought that writing 

whitepapers should be more straightforward and much easier to resource.  All it needs is 

time, focus, understanding and resourcing of expert authors with the ability to write precisely, 

engaging the reader’s attention. So the founders put their minds together to offer a simple 

service, based on their joint experiences over 40 years across a range of sectors. 

WAWP.co.uk (Write a White Paper) offer something very different. We are formed by ex-

practitioners with many years expertise in our specialist domains. Having satisfied many of 

our life and career objectives, we decided to set up a new company where we use that 

expertise to write for firms requiring a dependable external pool of talented writers. We 

maintain our relevance and thought leadership by writing our own opinion pieces and 

performing client editorial services and ad-hoc consulting engagements.  

So some difference from the norm already; but where WAWP has an additional edge is in our 

disruptive pricing. Our writing pool is assembled from accomplished professionals people 

who are motivated to write just because they want to rather than because they have to. With 

our writers the thrill of writing and publishing a great white paper, POV, business research or 

a thought leadership/opinion means more than getting paid for it. Our customers benefit 

commercially from this mindset. We are not averse to risk either, again that’s because we can 

be and we are experienced at taking on commercial risk where rewards make sense. 

Visit our web-site at https://wawp.co.uk and learn more about us and see previous samples of 

our work and opinion pieces. Contact us via email: info@wawp.co.uk 
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