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In our previous Supply Chain paper 

(WAWP.co.uk limited, 2019) on this topic 

we asserted that Cloud based IT supply 

chain risk is mitigated by (i) ownership 

decisions and (ii) ensuring the firm fully 

understands risks of taking critical IT 

services from any major supplier or trading 

partner.  For those wondering about what to 

do next, we set out a number of key 

strategies to follow: - 

1. Assemble a best team drawn from 

IT, Risk & Compliance, Audit & 

Procurement. Categorise key IT  

Information Technology Solutions 

Suppliers and perform a risk review of those considered to be most critical to business 

operations  

2. Where confidentiality terms allow, share the results and objectives with other key 

trading partners to mitigate shared risks. 

3. Ensure that you have appropriate cyber and IT insurance policies in place.  

4. If you have not strategically defined the scale of your migration to the Cloud, then 

perform this review first.  

5. Ensure that supplier review standing agendas include notifications of any major 

changes that add risk to the stability of your supply chain.  

6. Modify Business & IT recovery plans in light of analysis and test them frequently. 

The Strategies struck a chord with some readers who constructively fed back some 

challenges and several questions. 

1. Respondents were concerned about the scope and the phasing of the execution. 

They asked that given the extent of firms IT supply chain was it really feasible for   

 

  

 

 

 

 

 

 

‘ A prior WAWP white paper 

set out  a number of key 

strategies that firms can 

follow to mitigate risk in their 

IT services supply chain’. 

 

 

 

 

 

 

 

 

 

 

 

 

‘Respondents to the white 

paper constructively fed back 

concerns and challenges’ 
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the IT team to mitigate all or even a large part of the risks and if so where were the start 

and end points of such a large undertaking?  

2. They felt this type of exercise would struggle to get business support. Catastrophes 

do have a massive impact, but they are also rare. A business could spend 

considerable effort and funds protecting against something that may never happen. 

On the face of it an exercise of this type produces invisible benefits as the protection 

provided prevents the catastrophe from happening in the first place. One respondent 

also questioned the need for other parts of the business to participate in what was 

primarily an IT issue.  

3. We were also challenged as to why this should be constrained to Cloud. 

Respondents emphasized that due to strategies deployed by firms during first, 

second and now third generation outsourcing, multiple types of service offerings 

were now in use. They thought that generally buyers have limited insight to the level 

of risk their outsourced suppliers carry. They asked how this might be made more 

transparent so firms could assess the scale of inter-dependence and the potential for 

spiralling points of failure during a widespread downtime event. This we entirely 

agree with. Consequently the WAWP responses should be thought of as generically 

applicable to all the IT service sourcing options (e.g. In-House, SaaS, PaaS, IaaS 

etc.) utilised across any firms business partners. 

‘Was it feasible for IT teams 

to mitigate all or even a 

significant part of risks in 

infrastructures they were not 

accountable for?’ 

 

 

 

 

 

 

‘Supply chain IT risk is not 

limited to Cloud. All parties 

in the supply chain share 

some element of risk in 

failure points’   

 

 

 

 

 

 

 

 

‘ Firms to step up from 

looking at internal resiliency 

and start think of the IT 

supply chain as a holistic set 

of systems, infrastructure and 

processes’ 

Mitigating risk in IT Service Supply Chains 

 

Deciding the scope, start and end 
Scope  

Before we address these concerns it’s worth stating our definition of an IT service supply 

chain. In our view it’s ‘the aggregated environment of IT infrastructure, systems and 

processes used across a firm’s inbound and outbound activities. This environment allows 

the owning firm and its trading partners to deliver products, services and manage 

relationships with customers. Given the extent and importance of supply chains it’s our 

opinion that firms are negligent if they do not look beyond their own environments.  They 

should investigate the boundaries of their partners supply chains, then identify, analyse 

and mitigate any risks in the critical IT service supply chain. Firms should step up from 

merely looking at resiliency as an internal risk and start to consider the supply chain as a 

whole.   
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‘Infrastructures and systems 

of the central firm will be 

replicated in each of the 

firm’s partners during 

inbound and outbound 

activities’  

 

 

 

 

 

 

 

 

 

 

 

‘Examination of the supply 

chain elements is daunting. 

Decide which are supply 

chain critical. Attitude to risk 

will determine scope and 

investment.’ 
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Figure 1 illustrates a sample distribution of technology infrastructures and systems under 

management across a typical firms inbound and outbound activities. All the entities 

combined in the sample contribute to continuous delivery of the firms supply chain 

operations. Consider  that the primary infrastructure and services of the central firm are 

 

replicated in each of the first, second and third tier business partners. How significant 

would it be for a failure at any one partner? Would there be an adverse impact on the 

business activities of the central firm? Of course, some of these will be more critical than 

others. For example, where a firm has outsourced some of its first tier internal Corporate 

Services to a BPR provider or Systems Integrator then the infrastructure may be more 

important than the second tier owner of the leased Property and Real Estate premises that 

house the Corporate Services teams. Examination of the critical supply chain could be seen 

as a daunting task. Even the highest level review of the inbound and outbound activities 

will demonstrate firms have many suppliers and trading partners, each with their own 

infrastructure to manage. The challenge is in deciding those most critical to your firm and 

the level of inherent risk.  

 

Figure 1- Scope of IT Services Supply Chain  
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‘Consider that a firm’s 

infrastructure can be broken 

into four parts’  

 

 

 

 

 

 

 

 

‘Start with an examination of 

the internal elements that the 

firm controls’  

 

 

 

 

 

 

 

 

‘A second phase would 

requires collaboration with 

key suppliers based on a 

prioritized risk analysis.’ 
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Starting Point 

So, where do firms start this exercise? Consider first that a firms IT supply chain can be 

broken into four parts; (i) those that the firm is accountable and responsible for  (ii) those 

its suppliers are accountable and responsible for (iii) those of its customers and (iv) those 

elements which are in the external environment.  

The firm leading this exercise will exert a variable level of management due diligence 

and control over each part. It will have most control of its own business functions and 

supporting infrastructure. Their influence diminishes in the remaining parts of the IT 

supply chain: e.g. it has some influence over its suppliers, less over its customers (other 

than through the service contract obligations of each party) and very little over the 

external environment. 

External environments are many and varied. Accountability and responsibility is not 

always black and white. Examples include public utilities, sub-contractors to the prime 

suppliers, cyber criminals (denizens of the dark web), roads, rail, building, weather 

systems and even protest movements. There are clearly scope limitations here. For 

example you cannot directly influence the dark web, but you can mitigate against risks 

there. Crucially, supply chain partners working together can provide additional layers of 

defence to better protect each other against external environment risk. But that’s for later 

as clearly the starting point for any firm is an examination of vulnerabilities and risks in  

its own IT supply chain.  

Once a firm has completed this detailed examination, firms will be better equipped with 

methods, know-how, priorities and the business justification to move to a second phase 

of collaboration with key suppliers. A third phase examining customers infrastructures 

should follow, shaped by contractual and service level obligations determining how the 

customer receives the product/service. The external environment may require some 

examination, though the extent to which a firm can influence behaviours here is limited.  

It is very likely that this fourth phase will be rendered obsolete as a firm completes the 

mitigations identified in phases 1-3. 
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Any readers concerned about business support 

should consider a small pilot ideally with 

business participation. The objectives of such 

an exercise should include the clear 

justification for a wider exercise. Methods to 

utilise can include partner briefings, 

questionnaires or action centred work forums. 

Case studies of supply chain failures, drawn 

from the public domain can be used as 

supporting evidence. 

.  

Mitigating risk in IT Service Supply Chains 

 

Business case support and justification 
 

 

‘Regulation is often a driver 

of supply chain risk 

mitigation across partners 

and sectors’ 

 

 

 

 

 

 

 

 

 

‘Build business Involvement 

into the exercise. Create 

methods, educate from case 

studies of supply chain 

failure’  

 

 

 

 

 

 

‘Leverage results to optimise 

insurance policy contract 

wordings and price’ 

 

Feedback also highlighted an inability to get business support for something that is primarily 

an IT issue. This is not as daunting an issue it might seem to be. The most significant part of 

my career has been spent in highly regulated sectors where firms have no option other than to 

take supply chain failure seriously. As a practicing consultant I helped clients identify or 

implement resiliency or risk mitigation solutions that were often determined as a result of a 

partners request or mandate. As a result of FSA regulation, financial services firms are often 

the drivers of a supply chain review, extending their reach into partners such as outsourced 

services, market providers, professional services etc. As a consequence, I found many firms I 

have worked with already regularly perform this type of exercise. Other less regulated sectors 

would do well to follow.  

Finally do not be too daunted by initial lack of support. Take encouragement from the 

example of GDPR. Here, many Business and IT units in firms have recently undertaken an 

exercise not too dissimilar in patterns, scale and effort working with supply chain partners to 

identify, mitigate and resolve issues with data privacy and supporting processes. The case for 

more of the same may not be understood at all firms, but it is one founded on good practices 

and precedent. Education is always helpful in better informing an audience and will help the 

business case when it is presented.  
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Business supply chains are critically dependent on IT. The supply chain risk can be  mitigated 

to some extent by (i) deciding who should own critical parts of the infrastructure 

(insource/outsource) and (ii) ensuring the firm fully understands the risks when taking critical 

IT services from any major supplier or trading partner.  For those wondering about what to do 

next, WAWP set out a number of key strategies to follow in our white paper Cloud IT Supply 

Chain Risk.  

In feedback to our white paper, WAWP was asked how firms executing these strategies might 

obtain business support and determine scope, start and points. A supply chains’ IT environment 

is a complex mesh of infrastructure, systems and connectivity. In our view it’s defined as the 

aggregated environment of IT infrastructure, systems and processes used across a firms 

inbound and outbound activities. Firms should think of this supply chain as a single holistic 

chain of systems and connectivity.  

When considering the scope firms should break IT supply chains into four tiers (i) those of the 

firm, (ii) its suppliers, (iii) its customers and (iv) the external environment. Firms should start 

the exercise with a prioritised review of their internal supply chain tiers. Once a firm has 

completed this detailed examination, it will be better equipped with methods, know-how, 

priorities and a business justification that seeks approval to proceed.  

Depending on the maturity of a firms risk processes this exercise can be viewed as a precursor 

or a successor of GDPR and an extension to DR (Disaster Recovery) & BCP (Business 

Continuity Planning). Failures in IT infrastructures invoke data privacy risk and firms can no 

longer take any such risks lightly with potential business failure await those that do. 

Summary 

https://writeawhitepaper.files.wordpress.com/2019/03/wawp-white-paper-cloud-it-supply-chain-risk.pdf
https://writeawhitepaper.files.wordpress.com/2019/03/wawp-white-paper-cloud-it-supply-chain-risk.pdf
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About WAWP 

Write a White Paper (WAWP) was formed because both founders thought that writing 

whitepapers should be more straightforward and much easier to resource.  All it needs is 

time, focus, understanding and resourcing of expert authors with the ability to write 

precisely, engaging the reader’s attention. So the founders put their minds together to offer a 

simple service, based on their joint experiences over 40 years across a range of sectors. 

WAWP.co.uk (Write a White Paper) offer something very different. We are formed by ex-

practitioners with many years expertise in our specialist domains. Having satisfied many of 

our life and career objectives, we decided to set up a new company where we use that 

expertise to write for firms requiring a dependable external pool of talented writers. We 

maintain our relevance and thought leadership by writing our own opinion pieces and 

performing client editorial services and ad-hoc consulting engagements.  

So some difference from the norm already; but where WAWP has an additional edge is in 

our disruptive pricing. Our writing pool is assembled from accomplished professionals 

people who are motivated to write just because they want to rather than because they have to. 

With our writers the thrill of writing and publishing a great white paper, POV, business 

research or a thought leadership/opinion means more than getting paid for it. Our customers 

benefit commercially from this mindset. We are not averse to risk either, again that’s because 

we can be and we are experienced at taking on commercial risk where rewards make sense. 

Note for reviewers, researchers and publishers. WAWP creates opinion pieces or white 

papers that are available pro-bono for the benefit of any third party. This white paper is 

published with a Creative Commons license. Third parties are granted permission to 

republish or reuse this white paper in whole or in parts subject to the terms of the license.  

Visit our web-site at https://wawp.co.uk and learn more about us and see previous samples of 

our work and opinion pieces. Contact us via email: info@wawp.co.uk 
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